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Managed Cybersecurity Virtual CISO
o & IT Cosulting (vCISO)




About Us

TechShield Cyber Solution is a rapidly growing cyber security
service and solution provider that provides Vulnerability
Assessment and Penetration Testing (VAPT Audit), Information
Security ( IS/EDP) Audit, IT Consulting, Assessment and
Consultancy, Manage Security Services, Risk Management, and
Cyber Security Awareness Training.

We at TechShield Cyber Solution assist organisations in
understanding their cyber security posture, cyber resilience,
and incident management through customised information
security audits that include penetration testing, assessment,
mapping, and exploitation of vulnerabilities, risk assessment,
review and assessment of security policies, malware/backdoor
detection, and so on. We support and provide corporate
trainings, IT security policy formulations, and to assist
organisations in controlling threats from within and outside the
organisation, as well as assuring concurrent compliance with
numerous global standardisations and regulatory regulations.
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Our Mission ' OurVision pv,

To offer reliable, qualified professional services and solutions in the
areas of IT security audit, cyber security audit, awareness, and training
programs so that people are made aware of new cyber threats and
develop an enhanced understanding of the need to prevent, detect, and
take action against cybercrime.

Our goal is to take the lead
in the cyber security
services market.

We specialize in a range of IT audit parameters, such as network
diagramming, vulnerability assessment, exploiting vulnerabilities,
penetration testing, application security assessment, review and
assessment of security policies and controls in accordance with best
practices, incident response, malware detection, log review, and so on,

SrRas i P rsu1t' 3 in accordance with the requirements for IT Security Audit & Assurance by
knowledge and innovation.
- CERT-In and RBI
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Our dedication lies in our

Top Management and Employee
Phishing Simulation Excercise VAPT/IS Audit Compliance
Security Awareness Training




OUR SERVICE DOMIANS

Vulnerability Assessment /

: . : Information Security
Penetration Test Audit
R e (S/EDP) Aud

&= Policy Review and Drafting
Nebwork/ & VA/PT 5= Network Infrastructure Audit
e erver &= Inventory/Asset Management Review

- Web Application VA/PT &= Physical and Environment Security
« Mobile Application VA/PT 5= Network Diagram Review

» Wireless / WIFI Device VA/PT 5< CBS Application Review

B VAPT Audit

« Database Security Assessment = Payment Gateway / Channels Review
« APl & Other Web Services B Firewall/Antivirus Policy Review

5= Firewall Review and Assessment &< BCP/DR Review

=
5= Server Harding Review Vendor Management Assessment

B Backup and Restoration Review
P = Data Migration Audit

= Network Devices Security Review

IT Governance & Risk
Management / Data
Protection & Privacy

IT & Cyber Security
Consulting

&= IT Governance Framework _
< Asset Management Tool

&< Strategy and Implementation
9y P 5= Patch Management Tool

&< |T Strategy review _
9 B Secure Email Gateway Security

< |T Risk Management
9 5= Anti-Phishing

&~ Third Party Security Risk Management
v y 9 5= Anti-Rouge

5= Security Operation Center (SOC24 *7)
&= Dark Web Monitoring

5= End Point Security

&< General Data Protection Regulation
(GDPR)
&= Personal Information Identification

(PIl) Review
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TOOLS Are
Used For VAPT Audit
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Virtual CISO Service ( vCISO )

'Security As a Service' that is hands-on and fully supported,
tailored for businesses that need access to experienced cyber
security, governance, risk, and compliance professionals.
Typical objectives of vCISO engagements include:

»» Information security leadership and guidance

»» Steering committee leadership or participation

»» Security compliance management

»» Security policy, process, and procedure development

»» Incident response planning

»» Security training and awareness

»» Board and executive leadership presentations

»» Security assessment

» Internal audit

» Vulnerability assessments

» Risk assessment and much, much more.

Security Operation Center ( SOC 24*7 )
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Management o o incident
Response Planning

The function of the security operations center (SOC) is to monitor, prevent, detect, investigate, and respond to cyber
threats around the clock. SOC teams are charged with monitoring and protecting the organization's assets including
intellectual property, personnel data, business systems, and brand integrity. The SOC team implements the organization’s

overall cyber security strategy and acts as the central point of collaboration in coordinated efforts to monitor, assess, and
defend against cyber-attacks.

Continuous Monitaring
& Prevention

Compliance
Management

The basic responsibilities of a SOC team include the following:
* Asset discovery and management
 Continuous behavioral monitoring (24*7)
* Keeping activity logs

¢ Alert severity ranking

* Defense development and evolution

¢ Incident recovery

¢ Compliance maintenance

Effective Incident
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Response

BENEFITS

Organization-wide o. ®O Centralized

Collaboration Visibiliy

Reduction in Cyber
Security costs

Workflow of Security Operation center:
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Validate
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and
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tothe
response

Threats
data, flow
data, and
other
contextual
dataalong
with log
data are
Ingested
into SIEM
forevent

Response
team
review
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Analysts
look for
Indécator of
compromis
&, triage the
alerts and
validate the
Incident,
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ONTACT US

Samir Patel : 99092 80600

'Head Office

0 3, “Jalaram Krupa”, Amrakunj Society, Near Bus Stand,
Boriavi — 387310, Dist. Anand Gujarat India

C-345, 3rd Floor, Sumel 7, Opp.Soni ni Chali, BRTS,
Rakhial Road Ahmedabad-380023 Gujarat India

Hitesh Prajapati : 79908 06772
Mahesh Goswami : 90999 46998
info@techshieldcybersoultion.co.in

@ www.techshieldcybersoultion.co.in

Follow us: @ @ @




